
International Research Journal in Global Engineering and Sciences. (IRJGES)               

ISSN : 2456-172X | Vol. 2, No. 2, June-August, 2017 | Pages 36-43 

IRJGES | Vol. 2 (2) August 2017 | www.irjges.com | K.Srinivasan et.al.   Page 36 

Improvement of LSB Based Image 

Steganography 
K.Srinivasan, C.Kavitha, J.Mahadevan 
Dhanalakshmi Srinivasan College of Engineering and Technology, Chennai, India 

 

Abstract - Privacy is one of the most vital troubles in modern-day conversation systems. In 

applications where the importance of your privateness is indispensable, the most important 

purpose is to send the statistics to favored target barring  being captured by way of the third 

folks or by means of bringing them in such a way that they cannot understand. Today, 

researchers have developed statistics hiding methods the use of a huge range of digital media. 

At this point, it is necessary not only to conceal data, but additionally to develop mechanisms to 

stop third parties from identifying hidden data. In this study, a new technique that combine 

chaos-based logistic map encryption with expanded Least Significant Bit (LSB) insertion 

method of picture steganography used to be proposed. The message to hidden is encrypted via 

one dimensional logistic map and then elevated LSB technique was once used to structure 

stego-image. Proposed approach has been tested on three extraordinary images. Likewise, the 

classical LSB methods have additionally been tested on the same images. It has been viewed 

that proposed method multiplied the resistance of stego-images in opposition to attacks due to 

encryption. Additionally, Peak Signal to Noise Ratio (PSNR) in the stego-images had been 

elevated up to 6.6% that capability to minimize experience via the human observation. Thus, 

proposed method elevated the resistance and visibility of the stego-images. 
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I. INTRODUCTION 

With the increasing vast use of facts technologies, work and transactions are shifted to digital 

environments and it will become important to defend or invulnerable the information stored, 

processed and transferred in these environments. In an surroundings the place digital records 

verbal exchange occurs, there are many threats for the message sent such as unauthorized 

access, damage, destruction, change and reproduction. Despite the precautions taken, reports for 

these threats are increasing day with the aid of day [1][2]. Various methods have been 

developed to get rid of these threats in response to the emergence of these threats. Encryption 

methods are amongst the first solutions. Encryption makes it hard to attain the original facts 

through changing it into an unusable form. However, there are situations in which any crypto-

analysis can't be prevented. In addition, communication can be blocked with the aid of third 

events when it is understood that encrypted communication is made between the two aspects in 

the digital environment. This is the point the place the strategies of steganography take place. 

Steganography is a scientific self-discipline whose roots date returned heaps of years [3]. The 

that means of the phrase is hidden or vague writing [4]. The most primary aim is to ensure the 

confidentiality of the communication. In steganography, a numerical facts is saved in every 

other numerical data besides great changes. For example, an encrypted text is stored in an image 

file, and the resulting picture file is not physically and visually specific from the original. Thus, 

these who reveal the verbal exchange between the two aspects see a photo that is only 
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transferred between them, but they are not conscious that a hidden messaging in reality takes 

vicinity with the aid of this picture. Digital pictures are the easiest to distribute and are archives 

that can be met almost every web page on the internet. The most commonly used environments 

for steganography purposes are image files, even though they range according to the codecs 

used. For this reason, research on steganography and developed techniques are ordinarily in the 

body of photograph steganography. It is feasible to disguise a textual content inner an picture 

file as nicely as cover some other picture interior photograph files. Two files are concerned in 

embedding (or concealing) a secret information [5]. The first file, called the cover image, is the 

picture file that will hide the hidden information. The 2nd file is the message with the 

information to be hidden. This message is additionally referred to as stego. A message can be 

something else that can be saved as simple text, chipper text, different images, or bitmaps. As 

the end result of the embedding process, the cover photograph that includes the embedded 

message is referred to as "stego image". Information can be hidden in snap shots the usage of 

many distinctive methods. These methods can be grouped below two headings, taking into 

account the statistics they use during embedding [6]. 

1. Spatial / Image Domain Technique 

2. Frequency / Transform Domain Technique 

The method known as Spatial Domain or Image Domain uses directly the pixels of the 

photograph file for embedding. An instance of this approach is the Least Significant Bit 

Insertion (LSB) method, which is typically used. The technique recognized as Frequency 

Domain or Transform Domain implements embedding in cover image, which is changed in 

frequency domain. The algorithms for embedding statistics in JPEG structure photo archives 

can be proven as examples of the Transform Domain technique. These algorithms apply 

information embedding to the Discrete Cosine Transform (DCT) coefficients of JPEG [7]. 

II. RELATED WORK 

In [8], a method combining Rivest-Shamir-Adleman (RSA) cryptology and LSB steganography 

used to be proposed. It’s finished a 5.8% increase in PSNR fee compared to the widespread 

LSB substitution technique. 

In [9], two extraordinary LSB strategies based on bit inversion was once proposed. In the study, 

6 distinctive messages have been embedded in three different images. As a result of the 

experiments carried out, the PSNR value used to be extended via 5.92% in first proposed 

method, with the aid of 15.8% in 2nd proposed method 

In [10], a new LSB steganography technique was proposed for coloration images. According to 

this method, 2-2-4 message bits are embedded in the R-G-B channels, respectively. The new 

method was once experimented on 2 special photos and PSNR value was once elevated by 

36.44% and 64.54%, respectively. 

In [11], 1-2-4 LSB technique were applied to embed data in grayscale and shade images. The 

message is encrypted with the RSA algorithm to enlarge resistance in opposition to the attacks. 

The proposed technique was examined on four special pix and elevated PSNR cost up to 

41.48% used to be obtained. 

In [12], a new LSB steganography algorithm based on altering the embedding course of 

message bits was once proposed. The proposed method has been tested on 10 one-of-a-kind 

snap shots and a 1.32% enchancment in PSNR price compared to the classical LSB method has 

been achieved. 

In [13], a new steganographic technique that combines LSB steganography with 8-Neighboring 

PVD (8nPVD) was proposed. The proposed new technique was once tested on 5 exclusive 
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images. The bought method was once compared in phrases of capacity and PSNR value. The 

amplify in PSNR used to be 2.38%. 

III. MATERIALS AND METHODS A. LSB Technique 

The least extensive bit embedding technique is a widely used and easy approach to follow [14]. 

In this method, the bits of the message to be hidden are placed one by means of one to least 

enormous bit of every byte of pixels forming cover image [15]. 

In this embedding process, 4 out of 8 bits have changed. However, when the embedding is 

executed in order, an image in which the message is hidden can be without difficulty solved via 

1/3 parties. Since the identical random wide variety is possibly to be generated greater than 

once, there is a possibility that the same team of pixels may additionally be modified extra than 

as soon as in the random embedding process. In this case, personality loss can be discovered 

when the hidden message is solved. A simple example of this method is given in Fig 1. 

 

 

 

 

 

 

 

 

 

 

 

Fig. 1. An example of LSB steganography technique 

B. Logistic Map 

The use of chaotic indicators for carrying records was once once first put beforehand in 1993 by 

means of potential of Hayes et al [16]. Chaos-based encryption purposes in fact generate 

chaotic equations and generate a lengthy random range sequence such as pseudo-random vary 

turbines and encrypt a undeniable picture with this sequence [17]. One of the simplest and most 

studied nonlinear constructions is the logistic map. This gadget was once at the start added in 

1838 by means of Pierre Franois Verhulst as a demographic model. In 1947, Ulam and von 

Neumann labored on the logistic map as a random wide range generator [18]. 

In the encoding of images, logistic maps are used in place of S-boxes due to the fact they are 

touchy to their preliminary conditions, behave like random number, and consist of non-

repetitive features. Chaos-based encryption applications essentially encrypt the simple 

photograph with these random numbers by means of capability of producing a lengthy random 

range sequence as random variety generators the use of chaotic maps [19]. 

The logistic map can be formulated as in (1). 

Where μ and two  two are preliminary values. The map is in chaotic state when 3.57 &lt; μ ≤4 

[20], and behaves like random. 

C. Image Quality Measures 

Image first-rate is a attribute for an photograph that measures the apparent image debasement 

(regularly, contrasted with a first-rate or perfect image). Imaging systems may additionally 

existing some portions of artifacts or distortion in the image, so the best assessment is an critical 

issue. 
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One of the most acquainted and broadly used measure of evaluating two pics is the Peak Signal 

to Noise Ratio (PSNR). PSNR is an engineering time period for the share of the most viable 

electrical energy of true picture to the power of the versions between proper picture and stego 

image. The unit of 

PSNR is decibel (dB). A greater PSNR fee functionality that the stego photo is a great deal 

much less distorted. The Peak Signal to Noise Ratio of two snap shots can be expressed by way 

of (2). 

Where MSE is an abbreviation of Mean Square Error and is the frequent of the difference 

between the proper photo and the stego image. 

Another approach used to reflect onconsideration on photograph quality is Maximum 

Difference (MD). MD is the biggest distinction between every pixel of the special photograph 

and the stego image. Therefore, the lower MD value talent that the difference between the two 

photos can be less. The formulation for MD is given in (3). 

Average Difference (AD) is each other method used in photo fantastic assessment. It is equal to 

suggest of the versions between unique photograph and stego image. The closer the AD rate is 

to 0, the increased similar the two snap shots are to every other. The method of AD is given in 

(4): 

The Structural Similarity Index Measure (SSIM) is a perceptual metric that quantifies 

photograph splendid degradation brought about by using using processing such as statistics 

embedding or data compression. It is a full reference metric that requires two pictures from the 

equal photo capture: a reference image (cover image) and a processed picture (stego image). 

SSIM has values between zero and 1, and zero practicable that the snap pictures are surely 

special from every other, whereas 1 functionality that the two images are identical. The 

formulation of SSIM is given in (5): 

 

IV. THE PROPOSED ALGORITHM 

A. Embedding Algorithm (n-LSB on 24bit RGB image) 

Using the logistic map, random numbers are produced up to the huge range of message bits to 

be embedded. The preliminary prerequisites x and u are used as keys in the communication. 

Since the chaos generator produces numbers between zero and 1, these numbers are first 

elevated thru 10 until the integer is reached. Then, the least significant bits of these integers are 

taken and used as random numbers. The encrypted message bits are bought with the resource of 

XOR-ing the random numbers with the authentic message bits. The least tremendous n bits of 

each and every pixel's R, G and B channels are sequentially modified with the bits of the 

encrypted message. If the big difference between the newly created R, G and B values and the 

genuine R, G and B values is more than 2n/2, then this distinction is decreased by; Checking 

and enhancing all consecutive bit opening from (n+1)th bit till the 8th bit (most magnificent bit) 

except it has value of 1. When the bit with price of 1 is met then exchange it’s fee to zero and 

stop the operation. If we have all 0s opening from (n+1)th bit to eighth bit then don’t do any 

trade on these consecutive bits. If the difference between the newly created R, G and B values 

and the original R, G and B values is a good deal less than -2n/2, then this distinction is 

accelerated by; Checking and enhancing all consecutive bit starting from (n+1)th bit until the 

eighth bit (most sizable bit) until it has value of 0 When the bit with price of 0 is met then 

alternate it’s rate to 1 and stop the operation. If we have all 1s beginning from (n+1)th bit to 

eighth bit then don’t do any alternate on these consecutive bits. When the embedding algorithm 

is checked, it’s been viewed that the important reason is to compensate the trade in pixel fee if it 
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is higher than absolute charge of 2n/2. When the alternate in pixel cost is nice and above 2n/2 

the proposed strategy tries to restrict this distinction to 2n/2 that gives large PSNR price than 

classical n-LSB. When the change in pixel rate is horrific and less than -2n/2 the proposed 

approach tries to increase this distinction up to -2n/2 that also gives higher PSNR fee than 

classical n-LSB. An example of the embedding algorithm for 3-LSB is proven in Fig 2. 

 

 
A) Embedding Example 1        B) Embedding Example 2 

B. Extraction Algorithm 

The least true sized three bits of every pixel of R, G and B channels of the stego photograph is 

fetched in order. Random numbers are generated the usage of a chaotic random range generator 

and preliminary values x and u. Since the chaos generator produces numbers between zero and 

1, these numbers are first expanded with the resource of 10 till the integer is reached. Then, the 

least good sized bits of these integers are taken and used as random numbers. The original 

message bits are sold thru XOR-ing the random numbers with the extracted message bits. 

Proposed method make better complexity or resistance of stego-image in opposition to assault 

by means of the usage of the use of logistic map random variety generator and XOR-ing 

operation to encrypt the textual content message as expressed in embedding algorithm.It need to 

be referred to here that proposed method improves LSB via decreasing the distinction between 

cowl and stego-image at some stage in the embedding approach as follows: Let’s take a look at 

how proposed method works on 3-LSB. Assume that we have 111 (3 bits) encrypted facts to 

embed into R channel whose final 3 bits is zero For this case the change in cover picture will be 

7 (bigger than 23/2). This will have an impact on the visibility or experience of a human on the 

image. The proposed approach will check the 4th bit of cowl picture and if it is 1 then it will 

trade it to zero and then stop the operation. Changing 4th bit charge from 1 to 0 means lowering 

the price of associated pixel -8. Total exchange of related pixel will be 7-8=-1 as a alternative of 

7 that capability to make bigger PSNR ratio of stego-image. 

As can be considered from embedding-extraction algorithms proposed approach is no longer 

high-quality for 1-LSB. For 1-LSB, the alternate in ultimate bit can be between -1 (from 1 to 0) 

and 1 (from 0 to 1). The proposed method will completely follow encryption but never beautify 
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1-LSB due to the reality entirely the exchange in closing bit will in no way be bigger than 21/2 

or that is equal to 1. Briefly speaking proposed approach totally will increase the resistance of 

1-LSB due to encryption however maintain degradation of 1-LSB same. Thus, proposed 

technique ought to be applied to n-LSB the location n is increased than 1. 

V. EXPERIMENTAL STUDY 

In this study, the classical 2-LSB (last two bits insertion) and 3-LSB (last three bits insertion) 

methods and proposed strategies have been utilized to three exceptional photographs 

specifically “Lena”, “Cat” and “Bird”. These pictures are shown in Fig. three The embedding 

capacities of each photographs for each and every algorithm are given in Table 1. In order to 

see the impact of the messages in special sizes on the images, 3 text archives in first-rate sizes 

are used as the message. The names of these archives are “Text1.txt”, “Text2.txt” and 

“Text3.txt” and they have sizes of 2.71 kB, 5.82 kB and 10.48 kB, respectively. The 

preliminary values of the chaos generator logistic map used in this analyze about are x = 0.675 

and u = 3.9762. The classical 2-LSB and 3-LSB algorithms and proposed methods had been 

utilized to Image 1 (Lena), Image 2 (Cat) and Image three (Bird). The acquired consequences 

are given in Table 2. In addition, the stego picture which is fashioned as a result of applying the 

proposed 3-LSB approach is given in Fig. 4 Table I. Embedding potential of every photograph 

in every algorithm 

 

 

 

 

 

 

 

 
 

Fig. 3. Image conversion process 
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Table II. Embedding results 

 
 

CONCLUSION 

In this paper, a new photo steganography algorithm that consists of mixture of accelerated LSB 

insertion and one dimensional logistic based totally absolutely (chaos theory) encryption is 

proposed. Traditional n-LSB algorithm is expanded by compensating the change in pixel price 

if it is higher than absolute cost of 2n/2. Thus, the degradation ratio between cowl and stego-

images have been reduced. Proposed method has been tested on three one-of-a-kind snap shots 

collectively with classical 2-LSB and 3-LSB methods. three textual content material documents 

of one of a variety lengths had been used as the message and these messages had been encrypted 

with a logistic based definitely chaos generator before being embedded. The consequences 

received from proposed approach and classical techniques had been evaluated in accordance to 

the PSNR, MD, AD and SSIM criterions. The enhancements in PSNR price for every image and 

every textual content file are given in Table three As can be considered from Table 3, the 

proposed approach has PSNR values 6.6% that is greater than usual n-LSB steganography 

methods. Additionally, SSIM values of proposed approach had been almost identical or higher 

than classical n-LSB strategies as can be seen from Table 2. All these penalties showed that 

proposed method increases the resistance of the stego-mages besides causing substantive 

degradation to the cowl image.  
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