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Abstract

The theft of user information through fraudulent profiles is a prevalent issue on social media
platforms, significantly impacting users on sites like Facebook, Instagram, LinkedIn, and
Twitter. This project presents a machine learning model designed to identify fake profiles. The
system utilizes machine learning techniques to train and test predictions on data, employing
various classification methods. Python is used for implementing both blockchain technology
and machine learning techniques. Blockchain technology is integrated for data security,
transport, and storage, with Ethereum being the preferred blockchain type for this project. The
Ethereum (ETH) Blockchain Explorer website is utilized to leverage the intrinsic immutability
and transparency of blockchain. By creating a decentralized, immutable repository for user
profiles, the project ensures data validity and integrity. The combination of blockchain and
machine learning offers enhanced security, privacy protection, and resistance to manipulation.
Additionally, the approach allows for continuous learning and adaptation to evolving tactics
employed by malicious actors.
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Introduction

Platforms for social media like Facebook, Twitter, Instagram, and others have a profound
impact on our lives. People from around the world are actively engaged on these platforms.
However, these platforms also face the challenge of dealing with false profiles. Fake accounts
can be created by individuals, software, or automated systems. This project aims to address this
issue by using machine learning algorithms to detect whether data is real or fake, leveraging
blockchain technology for enhanced security.

Machine Learning

Machine Learning (ML) is a field of study that enables computers to learn and make decisions
without being explicitly programmed. It is a technology that mimics human learning processes
by using data and algorithms to improve accuracy over time. ML involves training a model on a
dataset and using that trained model to make predictions on new, unseen data.

Types of Machine Learning:

1. Supervised Learning: Involves training a model on a labeled dataset, where both input
and output parameters are known. The model learns to map inputs to the correct outputs.
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Supervised learning is used for tasks where historical data with known outcomes is
available.
2. Unsupervised Learning: Deals with datasets that do not have labeled outcomes. The
model tries to identify patterns and relationships within the data.
3. Reinforcement Learning: Focuses on training models to make sequences of decisions
by rewarding desired behaviors and punishing undesired ones.
This project utilizes Supervised Learning, where the model is trained on a labeled dataset to
distinguish between real and fake profiles. It involves feeding training data into an algorithm,
which learns from the data to make predictions on new test data.
Blockchain Technology
Blockchain technology is used in this project to enhance data security, transport, and storage.
Blockchain provides a decentralized and immutable ledger, which ensures the integrity and
validity of the user data. By combining blockchain with machine learning, the project aims to
create a secure and transparent system for detecting fake profiles.
Key Features of Blockchain in This Project:
o Decentralization: No single entity controls the data; instead, it is distributed across a
network of nodes.
o Immutability: Once data is recorded on the blockchain, it cannot be altered or deleted,
ensuring the integrity of the information.
e Transparency: All transactions and data entries are visible to authorized users, making
it easier to verify and audit data.
By integrating blockchain technology with machine learning, the project aims to improve
security, protect privacy, and resist manipulation, while also allowing for continuous adaptation
to new tactics used by malicious actors.

Blockchain Technology

Blockchain technology is a decentralized and distributed ledger technology that provides secure
and transparent record-keeping of transactions across a network of computers. Initially
developed for the digital currency Bitcoin, blockchain has since expanded to various industries
beyond cryptocurrency. Here are some key aspects of blockchain technology:

Decentralization

Blockchain operates on a decentralized network of computers (nodes) rather than relying on a
central authority. Each node maintains a copy of the entire blockchain, and transactions are
validated and recorded through a consensus mechanism among the nodes. This decentralized
nature enhances security and reduces the risk of single points of failure.

Immutability

Once data is recorded on the blockchain, it cannot be altered or deleted. This immutability is
achieved through cryptographic hash functions, which ensure that any attempt to modify past
transactions would require altering all subsequent blocks, making tampering virtually
impossible.

Transparency

All transactions on the blockchain are visible to authorized participants. This transparency
allows for easy verification and auditing of transactions. Each block contains a record of
multiple transactions, and every participant in the network has access to the same information.
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Consensus Mechanisms

Consensus mechanisms are protocols used to achieve agreement on the state of the blockchain
among nodes. Common consensus mechanisms include Proof of Work (PoW), Proof of Stake
(PoS), and Practical Byzantine Fault Tolerance (PBFT). These mechanisms ensure that all
nodes agree on the validity of transactions and maintain the integrity of the blockchain.

Smart Contracts

Smart contracts are self-executing contracts with the terms of the agreement directly written into
code. They automatically execute and enforce the terms of the contract when predefined
conditions are met. Smart contracts enable automated and trustless interactions between parties.
Security

Blockchain employs cryptographic techniques to secure data. Each block is linked to the
previous block through a cryptographic hash, creating a secure chain of blocks. This
cryptographic linkage ensures that once data is added to the blockchain, it is protected from
tampering and unauthorized alterations.

Applications Beyond Cryptocurrency

While blockchain technology was initially created for cryptocurrency, its applications have
expanded to various industries, including supply chain management, healthcare, finance, and
more. In these industries, blockchain is used to improve transparency, traceability, and
efficiency in processes.

In this project, blockchain technology is utilized to create a decentralized and immutable
repository for user profiles. This ensures the validity and integrity of the data while enhancing
security and privacy through the combination of blockchain and machine learning techniques.

Types of Blockchain

Blockchain technology can be categorized into several types based on their level of
decentralization and access control. Each type is suitable for different use cases and scenarios
depending on the requirements for privacy, security, and decentralization. The main types of
blockchains are:

1. Public Blockchains
« Description: Public blockchains are open and permissionless, meaning anyone can join
and participate in the network. All transactions are visible to anyone who wants to view
them, and the network is decentralized with no single authority controlling it.

o Characteristics:
o Transparency: All transactions and data are visible to anyone in the network.
o Security: High security due to the large number of nodes validating and
recording transactions.
o Decentralization: No central authority; governance is distributed among all
participants.
e Use Cases: Cryptocurrencies like Bitcoin and Ethereum, decentralized applications
(dApps), and open-source projects.

IRJGES | Vol. 7 (4) Dec. - Feb. 2023 | www.irjges.com Page 61



http://www.irjges.com/

International Research Journal in Global Engineering and Sciences. (IRJGES)
ISSN : 2456-172X | Vol. 7 Issue 4 - December 2022 to February 2023| Pages 59-68

2. Private Blockchains
o Description: Private blockchains are closed and permissioned, meaning access is
restricted to a specific group of participants. Only authorized entities can join the
network and participate in the consensus process.
e Characteristics:
o Privacy: Transaction data is only visible to authorized participants.
o Control: Centralized control within the network, often managed by a single
organization or consortium.
o Performance: Generally higher performance and scalability compared to public
blockchains due to fewer nodes and lower computational requirements.

o Use Cases: Enterprise solutions, internal company networks, and industries requiring
confidential transactions and data control.

3. Consortium Blockchains
o Description: Consortium blockchains are semi-decentralized and permissioned. They
are governed by a group of organizations rather than a single entity. Access is restricted
to authorized participants, but governance is shared among multiple entities.
e Characteristics:
o Balanced Transparency: Transaction data is visible to participants within the
consortium but not to the public.
o Shared Control: Governance is distributed among a pre-selected group of
entities, providing a balance between decentralization and control.
o Efficiency: Often more efficient than public blockchains due to the limited
number of nodes and lower computational requirements.
e Use Cases: Supply chain management, cross-organizational collaborations, and
industry-specific networks.

4. Hybrid Blockchains
e Description: Hybrid blockchains combine elements of both public and private
blockchains. They offer a blend of transparency and privacy by allowing certain aspects
to be public while keeping other aspects private.
o Characteristics:
o Flexibility: Provides the ability to customize which data is public and which is
private.
o Security and Privacy: Balances the security features of public blockchains with
the privacy controls of private blockchains.
e Use Cases: Use cases where specific data needs to be kept confidential while still
benefiting from blockchain's transparency features, such as in some enterprise solutions
and regulated industries.

Each type of blockchain is designed to meet specific needs and requirements, making it crucial
to choose the right type based on the desired level of decentralization, privacy, and control.
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2. EXISTING SYSTEM

The system aims to tackle the issue of counterfeit goods through the integration of blockchain
technology and QR codes. Here's an extended overview of the approach:

Blockchain-Based Product Tracking

o Description: The system uses blockchain technology to create a decentralized ledger
that records every stage of a product's lifecycle. This includes manufacturing details,
shipping records, and previous ownership information.

e Advantages:

o Tamper-Proof: Blockchain ensures that the recorded data cannot be altered
retroactively, providing a reliable and immutable record.

o Transparency: All participants in the blockchain network can access and verify
the product's history, enhancing trust and accountability.

Secure QR Code Integration

o Description: Each product is assigned a unique QR code linked to its blockchain
records. Consumers or retailers can scan the QR code using a mobile device to retrieve
detailed product information from the blockchain.

e Advantages:

o Enhanced Verification: QR codes provide a quick and easy way to access
comprehensive product information, improving verification processes.

o Consumer Confidence: By allowing users to verify product authenticity in real-
time, the system helps to increase consumer trust.

Product Information and Verification
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« Description: Scanning the QR code provides users with detailed information about the
product, including its origin, manufacturing date, authorized distributors, and any
relevant certifications or quality assurance labels.

o Advantages:

o Comprehensive Data: Users receive detailed and accurate information, allowing
them to cross-check with the physical product.
o Discrepancy Reporting: Users can report inconsistencies or suspicious
information, which can be investigated further.
Anti-Tampering Measures

o Description: The system includes anti-tampering mechanisms to detect unauthorized
changes to the product. This could involve smart tags or seals that are scanned alongside
the QR code.

e Advantages:

o Tamper Detection: Alerts are generated if any tampering or damage to the smart
tag is detected, indicating potential counterfeit activity.
o Enhanced Security: Additional layers of security help to prevent and detect
counterfeit products.
Mobile Application Interface

o Description: A mobile app is developed to facilitate the scanning of QR codes and
retrieval of product information. The app includes features such as real-time alerts,
product reviews, and reporting options.

e Advantages:

o User-Friendly: Simplifies the process of verifying product authenticity and
accessing information.
o Real-Time Alerts: Keeps users informed of potential counterfeit risks and
updates on product authenticity.
Collaboration and Reporting

e Description: The system encourages collaboration with stakeholders like product
manufacturers, regulators, and law enforcement agencies. Users can report suspicious
products or counterfeit incidents through the system.

e Advantages:

o Stakeholder Engagement: Fosters cooperation between various parties to
combat counterfeiting.
o Incident Tracking: Enables the collection and analysis of reports to identify
trends and address issues effectively.
This comprehensive approach combines blockchain's security and transparency with the
convenience of QR codes to create a robust system for tracking and verifying product
authenticity. It addresses key challenges in preventing counterfeit goods and enhances the
overall trust in product information.

3. PROPOSED SYSTEM
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The proposed system leverages cutting-edge technologies—Machine Learning and
Blockchain—to enhance the detection and management of fake profiles on social media. Here's
an overview of how the system works and its main components:
Overview
The system integrates Machine Learning and Blockchain technologies to provide an effective
solution for identifying fake profiles. Machine Learning algorithms analyze profile data to
detect fraud, while Blockchain ensures secure and transparent storage of detection results.
Main Components
1. Fake Profile Detector
o Description: This component analyzes profile data such as the number of posts,
followers, and follows to determine if a profile is fake or real.
o Technology Used: A trained Random Forest classifier is employed for
classification.
o Blockchain Integration: Detected results are stored in the blockchain for
transparency and auditability.
2. User Authentication and Registration
o Description: Allows users to register, log in, and access the fake profile
detection functionality.
o Data Storage: Registration information is stored securely in an Excel file.
Functionality
1. Fake Profile Detection

o Data Input: Users enter profile data into the system’s graphical user interface (GUI),
including metrics like the number of posts, followers, and follows.

o Detection Process: When users click the "Detect Fake Profile" button, the system
utilizes the trained Random Forest classifier to analyze the input data and predict
whether the profile is real or fake.

e Results Display: The prediction result (either "real™ or "fake™) is shown to the user
through a message box.

e Blockchain Record: The profile data and detection result are added as a new block to
the blockchain, ensuring a tamper-proof and transparent record.

2. User Authentication and Registration

o Registration:

o Users register by providing a username and password through the registration
interface.

o Upon successful registration, users receive a confirmation message.

o Registration details are securely stored in an Excel file.

o Authentication: Registered users can log in to access the fake profile detection
functionality.

Continuous Improvement

o Security Updates: Regularly update the system’s security features to stay ahead of

evolving counterfeit tactics.

IRJGES | Vol. 7 (4) Dec. - Feb. 2023 | www.irjges.com Page 65



http://www.irjges.com/

International Research Journal in Global Engineering and Sciences. (IRJGES)
ISSN : 2456-172X | Vol. 7 Issue 4 - December 2022 to February 2023| Pages 59-68

« Emerging Technologies: Incorporate advanced technologies such as improved QR code
encryption, RFID tags, or NFC technology to further enhance product authentication and
security.

Benefits

e Transparency: Blockchain ensures that all detection results are recorded transparently
and immutably.

o Reliability: Machine Learning models, particularly Random Forest, provide accurate
detection of fake profiles.

e Security: Both data transfer and storage are secured through blockchain technology,
ensuring the integrity and confidentiality of profile data.

The proposed system effectively combines the strengths of Machine Learning and Blockchain
to provide a robust solution for identifying and managing fake profiles. It promotes trust,
transparency, and accountability within social media platforms, making it challenging for
counterfeiters to deceive users and profit from fraudulent activities.

4. ADVANTAGES
1. Data Store
o Description: The system provides a reliable and secure method for storing data. It
utilizes both blockchain technology for immutability and an Excel file for user
registration details, ensuring data integrity and availability.
2. Secure Data Transfer
o Description: Data transfer processes are protected through encryption and secure
transfer methods. This guarantees that data integrity and privacy are maintained during
transmission, safeguarding it from unauthorized access or tampering.
3. High Accuracy
o Description: The system boasts high accuracy in storing and processing data. This is
achieved through precise algorithms and careful data handling, ensuring the reliability
and correctness of the stored information.
4. Detecting Fake or Real Profiles
e Description: The system includes robust mechanisms for detecting and verifying the
authenticity of profiles. It leverages Machine Learning algorithms, specifically the
Random Forest classifier, to accurately differentiate between fake and real profiles,
thereby preventing fraudulent activities and maintaining data credibility.
5. ARCHITECTURE DIAGRAM
The architecture diagram should illustrate the key components and interactions within the
system. Here’s a textual representation of what it might include:
1. User Interface (Ul)
o Login Interface: Allows users to enter their username and password.
o Profile Detection Interface: Enables users to input profile data for fake profile
detection.
o Share Blockchain Data Button: Facilitates sharing of blockchain data via
WhatsApp.
2. Fake Profile Detection System
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o Data Input: Receives profile data from the UI.

o Random Forest Classifier: Analyzes the data to determine if the profile is fake
or real.

o Result Display: Shows the detection results to the user.
3. Blockchain Integration

o Data Storage: Stores detection results and profile data securely in a blockchain
ledger.

o Blockchain Access: Provides a decentralized and immutable record of profile
detection results.

4. Data Sharing

o WhatsApp Integration: Enables sharing of blockchain data with others through
a pre-filled WhatsApp web link.

5. User Authentication and Registration
o Excel File Storage: Stores user registration details securely.

o Login Verification: Checks credentials against stored information in the Excel
file.

The diagram should visually represent these components and their interactions, including data
flow between the Ul, detection system, blockchain, and data sharing functionalities. This visual
representation helps in understanding the overall system architecture and its components.

6. Architecture Diagram

Machine Learning Detect Profile and Blockchain
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I ] Display the Data in

Pre-Processing Prediction ‘ Blockebain
l
l ! Input Data -
Feature Extracton Random Forest Share the Data in
| ! | Blockehain

Split The Data || Train and Test

Login System Blockchain

Figure5.1: Architecture Diagram

6. CONCLUSION

In this paper, we have proposed a novel approach to Fake Profile Detection by integrating
machine learning techniques with blockchain technology. The method demonstrated a high
level of accuracy in identifying fake profiles, leveraging the Random Forest classifier for
effective data classification. By combining these technologies, our system ensures secure
storage and transfer of detection results using blockchain's immutable and decentralized ledger.
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Key Takeaways:
e Machine Learning: Utilized to achieve accurate classification of profiles as fake or
real, providing reliable results.
o Blockchain Technology: Employed to securely store and transfer data, enhancing data
integrity and transparency.
Future Enhancements
1. NLP-Based Profile Detection
o Objective: Develop an application to detect fake profiles using Natural
Language Processing (NLP) by analyzing profile URLs. This approach can help
in understanding and verifying the content of profiles more effectively.
2. QR Code Integration with Computer Vision
o Objective: Utilize QR codes associated with profiles as datasets for Computer
Vision algorithms. This could improve profile verification by incorporating
visual data analysis.
3. Password Protection with Deep Learning
o Objective: Implement a deep learning model to create passwords for accessing
data on the blockchain. This can enhance security by using object detection
techniques to generate and manage passwords.
These enhancements aim to further improve the system's capabilities in detecting fake profiles
and securing data, ensuring a more robust and advanced solution for social media security.
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